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(57) Abstract: An image encoding/decoding system and method for producing a computer- generated security device which can 
be printed onto a document, such as a passport, to secure the document against data alteration. Deflection encoding means com- 
prises means for applying a selected software lens to a source image and producing a deflected image. Encryption encoding means 
comprises means for applying an encryption function to the deflected image or a source image and producing an encrypted image. 
Overlaying means is provided for overlaying the deflected and encrypted images and producing therefrom the security device image. 
The deflected image may be detected from the security device image both by means of a manual lenticular lens corresponding to the 
software lens applied to a printing of the security image and by means of computer decoding processing applying the software lens. 
However, the encrypted image may be detected from the security device image solely by means of computer decoding processing 
applying a decryption function corresponding to the encryption function. 
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TITLE OF THE INVENTION 

SYSTEM FOR IMAGE ENCODING AND DECODING AND 
THE PRINTABLE SECURITY DEVICE PRODUCED THEREFROM 

FIELD OF THE INVENTION 

This invention relates generally to the field of security printing and, 
more particularly, to an image encoding/decoding system for producing a 
computer-generated security device which can be printed onto a document, such 
as a passport, to secure the document against data alteration. 

BACKGROUND OF THE INVENTION 

The use of printed security indicia on identity documents is known 
in the industry. For example, the production of latent optically encoded images 
comprising overlying line deflection patterns is disclosed in each of Canadian 
Patent Nos. 1,172,282 to Trevor Merry and 2,071,795 to Trevor Merry et al. 
Another example is disclosed in U.S. Patent No. 5,708,717 to Alfred Alasia 
according to which a visible source image and latent image are optically scrambled 
by means of a computer to produce a combined image of which only the source 
image is visible to the unaided eye but the latent image may be identified by 
applying an optical lens to the combined image. In all of these examples the latent 
(hidden) image is detected by means of an optical decoder comprising lenticular 
lenses in a physical or computerized form (i.e. through the use of either a lenticular 
finding screen or, possibly, a digitally represented lens pattern overlay onto a 
computer display). However, such latent optically encoded images provide to a 
document only a single level of secured identifying indicia, with the security level 
being determined by the optical encoding parameters. 

The scope of the parameters (variables) which may be used to 
optically encode an image, such as in the foregoing encoding methods, is relatively 
narrow and limited by the physical specifications of both the printing method used 
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to print the latent optically encoded image onto the document and the optical and 
physical manufacturing limitations of the lenticular finding screens which are 
needed to decode such latent images. Consequently, the degree of security 
provided by optical coding methods alone is less than the high level of security 
which may be required for many applications. 

Therefore, there is a need in the marketplace, and the security 
printing industry, for an image encoding/decoding system which is able to provide 
different levels of security by a single printed security indicia applied to a document 
including a high level of security. 

SUMMARY OF THE INVENTION 

In accordance with the invention there is provided a computer 
operated encoding system and method for producing an electronic security device 
image from one or more electronic source images, the security device image being 
adaptable for printing onto a document to secure the document against data 
alteration. Deflection encoding means comprises means for applying a selected 
software lens to one of the source images and producing a deflected image. 
Encryption encoding means comprises means for applying an encryption function 
to the deflected image or one of the source images and producing an encrypted 
image. Overlaying means is provided for overlaying the deflected and encrypted 
images and producing therefrom the security device image whereby the deflected 
image may be detected from the security device image both by means of a manual 
lenticular lens corresponding to the software lens applied to a printing of the 
security image and by means of computer decoding processing applying the 
software lens and the encrypted image may be detected from the security device 
image solely by means of computer decoding processing applying a decryption 
function corresponding to the encryption function. 

Preferably the security device image includes a plurality of deflected 
images, the deflected images being, interlaced to form an interlaced image and the 
interlaced image. being overlaid with the encrypted image. The software lens may 
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be selected from the group comprising line lenses, curved lenses and bitmap 
lenses. 

Also in accordance with the invention there is provided a computer 
operated decoding system and method for identifying one or more latent source 
5 images from a security device image comprising at least an encrypted image and 
a deflected image which are overlaid. Separating means are provided for 
separating the overlaid encrypted and deflected images. Decryption decoding 
means comprises means for applying to the encrypted image the decryption 
function corresponding to the encryption function used to produce the encrypted 

10 image and producing therefrom * a decrypted image, the decrypted image 
corresponding either to one of the source images or a deflected image. Deflection 
decoding means comprises means for applying to the deflected image, or to the 
decrypted image if the decrypted image corresponds to a deflected image, a 
software lens corresponding to the software lens used to produce the deflected 

15 image and producing therefrom a deflection decoded image. 

Preferably, aligning means are provided for aligning the software 
lens with the deflected image to identify whether one of the source images 
corresponds to the deflection decoded image. The aligning means preferably 
comprises evaluation means for evaluating whether the deflection decoded image 

2 0 corresponds to the source image, wherein the evaluation means operates 

iteratively with the deflection decoding means to apply on each iteration either a 
different position of the software lens or other different lens parameter, until either 
the decoded image is determined to correspond to the source image or all 
available lens positions and/or parameters have been applied. The evaluation 
25 means may use a scoring algorithm to calculate a score based on pixel statistics 
calculated for each iteratively produced deflection decoded image. The deflection 
decoded image is determined to correspond to the source image when a relatively 
large change occurs in the score from onejteration to the next. The system may 
further comprise meansTor outputing either the deflection decoded image when 

3 0 it has been determined to correspond to the source image or an error message if 

no such determination is. made. 
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Advantageously, the security device image may be customized to 
identifying features of the individual document onto which the device is to be 
printed and at any time, at the election of the user, can either be manually or 
electronically decoded using an optical lens to achieve one level of security or 
5 electronically decoded using a decryption code to achieve a higher level of 
security. As such, the required level of security in any given circumstance may be 
employed at the election of the user without interfering with the ability of other 
users.to at any time employ another level of security provided by Such document. 

10 DESCRIPTION OF THE DRAWINGS 

The present invention is described in detail below with reference to 
the following drawings in which like reference numerals refer throughout to like 
elements. 

is Figure 1 is a block diagram of an image encoding process in 

accordance with the invention; 

Figure 2 is a block diagram of an image decoding process which 
decodes the encoded image produced by the encoding process of Figure 1; 

Figure 3 is a block diagram of a software system which implements 

2 0 the encoding process of the invention; 

Figure 4 is a block diagram showing one example of input and output 
images obtained through execution of the encoding module of the system of Figure 
3; and, 

Figure 5 is a block diagram of a software system which implements 
25 the decoding process of the invention. . 

DETAILED DESCRIPTIONS A PREFERRED EMBODIMENT 

The encoding system of the invention for producing a security device 

3 0 can be implemented by computer processing only. The decoding of the security 

device, however, can be implemented either by computer processing or by 
manually applying an optical decoding lens to the security device, the choice of 
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decoding means being at the election of the user, to be decided on the basis of the 
circumstances of the user (such as whether the user's location provides access to 
a suitable computer system or, instead, only physical finding screens) and the level 
of security the user wishes to utilize. 
5 The encoding system produces a security device which is a 

combination of encoded images one of which is a latent image detectable by 
means of a lenticular lens and another of which is a latent image detectable only 
by means of computer decoding processing utilizing an electronic key (i.e. 
decryption code). The user is thereby provided with a printable security device 
1 o which can be used to achieve two different levels of security for a document solely 
on the basis of the choice of the user and without interfering with the ability of 
others to at any time utilize the other l'evel(s) of security provided by the device. 

The security device 1 0 is the encoded electronic image produced by 
the encoding process of the invention the steps of which are illustrated in block 
15 diagram form by Figure 1. As shown by Figure 1 the encoding process, in its 
simplest form, comprises the steps A to encode a latent deflected image and the 
steps B to encode an encrypted image based on the deflected image followed by 
an overlay step 20 whereby the two encoded images (i.e. the deflected image 40 
and the encrypted image 60) are overlaid to produce the security device image 1 0. 
20 In the example shown by Figure 4 the encrypted image 60 is based on the 
deflected image 40 and represents a second layer of encoding applied to that 
deflected image in that it is the optically encoded deflected image which is then 
further electronically encoded by means of an encryption function 70 applied to it. 

Figure 2 illustrates the process for fully decoding the security device 
25 image 10 which was produced through the encoding process shown by Figures 
1 and 4. The highest security level decoding process is achievable only through 
the use of decoding software which implements the steps C, as illustrated, 
whereby the encrypted image is first decrypted using the assigned decryption 
function as applied by the encoding process, and steps D whereby then the 
3 o resulting decrypted image is further optically decoded by means of a software lens 
which applies to the decrypted image the lens used for. the encoding process, in 
order to result in the identification of the decoded (i.e. source) image 100. The 



WO 01/80512 



- 6 - 



PCT/CA01/00525 



separation of the overlaid encrypted and deflected images takes place within the 
decryption process itself. 

} At the same time a second, lower security level decoding process is 

available for decoding the security device image 10 and this uses only a physical 
lens (not shown in the drawings) having the same parameters as the said assigned 
lens (i.e. the lens applied in steps D of the process of Figure 2). According to this 
decoding process the latent deflected image is detected by hand (without need for 
computer software) using a simple lenticular finding screen incorporating the 
assigned lens, as is well known in the art and described, for example, in the 
aforementioned Canadian Patent No. 1,172,282 the contents of which is hereby 
incorporated by reference. By this manual decoding process only the deflected 
image is identified and the encrypted image of the security device (which provides 
a higher level of security) is not utilized. 

The deflected image 40 which results from the application of the 
deflection encoding steps by the software is an optically encoded image. The 
deflection encoding step 30 uses a software lens which is applied to the source 
(input) image (afterthe source image has been digitized and graphically processed 
to render it compatible with the graphics parameters used by the particular 
computer software to be employed) to cause the source image to be broken into 
separate image elements. The source image may be any image such as a 
photograph, graphics, a barcode, etc. The image elements could be lines, curves 
or any other shape, their shape and frequency being determined by the software 
lens which is applied to the image. 

The software lens could be any pattern, the most simple being a 
parallel line lens which is the typical pattern of hand-held finding screens. 
Preferably, however, to provide an increased level of security by the deflected 
image itself, the software lens is mathematically generated and is characterized 
by shape, and other parameters which are used to control the result of the 
deflection procedure. Shape indicates the geometric distribution of the separate 
elements that will form the deflected image (e.g. parallel lines, variable frequency 
parallel lines, distorted lines, etc.) while the other parameters give a quantitative . 
description of a specific shape (e.g. line frequency, distortion factor, etc.) or a 
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description of the deflected image elements (dotted, dashed, continuous, character 
lines, etc.). Alternatively, the assigned software lens may be defined by a specific 
bitmap rather than be mathematically defined. Examples of possible lens are 
illustrated below under Table A wherein item (a) represents a lens having a fixed 
line frequency and line angle of 45 degrees, item (b) represents a circular lens 
having a diameter d and distortion factor f and item (c) represents a bitmap lens. 



Table A 

(a) (b) .(c) 




■ d 1 



Line lens with fixed line. Circular lens with 

frequency and line a diameter d and Bitmap 

angle of 45 deg. distortion factor f 

The software lens may also be personalized to the particular 
document onto which the security device is to be printed by using, as a lens 
parameter, selected identifying data associated with the document such as a 
personal identification number. However, if this were to be done the option of 
manually employing only the lowest security-level feature of the device 10, by 
using a lenticular finding screen to manually identify the latent deflected image, 
would be rendered impracticable because too many personalized finding screens 
would then be required rather than one generally applicable finding screen. 

The deflected image is produced by applying the selected lens to the 
digitized, processed source image so that the source image is broken into separate 
image elements that follow the lens geometry and the width of those image 
elements is defined by the line frequency of the deflection lens. The shape of the 
image element is determined by the type of lens used (i.e. the elements would be 
straight lines if a straight line lens is used, curved lines if a curved line lens is used, 
etc.). The chosen source image may be any image that is desired for use as a 
latent image, the source image shown in Figure 4 being the numeral "1". The 
image elements (i.e the broken elements produced by applying the lens to the 
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source image) are then combined with the lens elements so that the lens elements 
are deflected each time an image element is encountered. The resulting latent 
deflected image becomes visible to the eye only if the same lens is applied to the 
deflected image and only if it is applied in the correct position such that the lens 
overlays the lens elements of the deflected image. When the lens is positioned 
accordingly over the deflected image the original source image becomes visible 
because the lens elements are then eliminated from the deflected image. 

Table B below illustrates the steps by which a software lens 
comprised of fixed frequency curved lines (item(b)) is applied to a source image 
(item (a)). The lens geometry (item (c)) determines the image elements (item (d)) 
and the image elements and lens elements are combined to produce the deflected 
image (item (e)j. 




If desired, two or more of the deflected images produced by steps 
A (Figure 1) may be combined into a composite deflected image by interlacing the 
individual deflected images (with each individual deflected image having been 
produced using the same or different lens). This is done digitally by merging into 
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a single bitmap the individual bitmaps defining the deflected images which are to 
be interlaced. 

The encrypted image 60 resulting from the encryption encoding step 
50 is electronically encoded by means of one or more assigned encryption 
functions and, as such, is identifiable only by means of electronic decoding using 
the same assigned encryption function(s). As shown by Figures 1 and 4 the image 
45 which is encrypted to produce the encrypted image 60 may be a deflected 
image 40 produced by means of steps A or an uncoded, digitized and pre- 
processed image such as a person's photograph. 

The encryption encoding step 50 consists of applying a selected 
mathematical' function to the binary representation of the image 45 (the binary 
representation being a sequence of bytes). As a result of this the bytes defining 
the image are altered and the altered (encrypted) bytes, when presented in visual 
form as a bitmap, representthe encrypted image 60 which has no visible relevance 
to the original image 45. The only means of visually determining the image 45 
from the encrypted image 60 is to apply to the altered bytes the reverse of the 
assigned encryption function. Therefore, this encryption procedure produces 
images that are detectable only by computer means. 

The mathematical encryption function to be selected for use by the 
encryption encoding step is unrestricted. To provide an additional security feature 
to the security device 10 one or more parameters of the encryption function may 
be correlated to a personal (or individual) identifying feature of the document onto 
which the security image is to be printed. For example, one function parameter 
could be the personal identification number of the document (such as the passport 
number in the case of a passport). Specifically, the encryption function may be 
represented as follows: 

f(x,m) where, 

x = the input variable (e.g. the current byte of the source image) and, 
m = a function parameter (e.g. a personal identification number associated with the 
document) 

Thus, the function parameter ah which is required by the encryption encoding step 
would be supplied at the time the personal data pertaining to that particular 
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document is entered into the computer. Then, when the document is processed 
for security analysis the decryption step uses the identification number appearing 
on that particular document and, if the source image is not output as a result of the 
decryption process, it is then to be concluded that the document is not authentic. 
5 The encrypted image 60 resulting from the encryption encoding 

steps B and one or more deflected images 40 resulting from the deflection 
encoding steps A are overlaid to produce the security device 10. By overlaying 
these images a visually combined image is produced but the individual bitmap 
pertaining to each image is preserved and identifiable by means of a feature which 
10 is distinct to that bitmap such as colour. For example, a bitmap defining an 
encrypted image 60 is printed in one colour and an overlaid bitmap defining a 
deflected image 40 is printed in a contrasting colour such that each bitmap may be 
individually (separately) identified through appropriate scanning and computer 
processing. 

15 The image 10 defining the security device is decoded by the 

decoding process shown in Figure 2 according to which the image 10 is first 
digitized to render it computer readable. The image is then graphically pre- 
processed to render the data compatible with the particular graphics software 
utilized by the decoding software and to separate out the colour planes of the 

20 image which, in turn, separates the overlaid images into discrete images for 
separate decoding. To decode the highest-level security feature of the security 
device the decryption process steps C are applied to the. encrypted image of the 
security device to identify the encrypted image and the result is either input to the 
deflection decoding software to apply to it the deflection decoding process steps 

2 5 D (if the encrypted image is a deflected image) or output as a source image (if the 

encrypted image is a source image). 

Figure 3 illustrates the software modules of the image encoding 
system. As shown, the security device image 10 is created by successively 
overlaying encoded images, referred to herein as image components, each of 

3 0 which is encoded separately and without restriction as to the specific encoding 

procedure used. The image components could be any type of image, as desired, 
including deflected and encrypted images as described herein, bar codes (printed 
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using visible or invisible ink, the latter being ultra-violet or infra-red light sensitive) 
and/or a visible photograph bitmap (and/or variable text data) which might be used 
for the background of the security device image. 

As shown in Figure 3 each source image that is to be added as a 
security device image component is input in digital form either by scanning the 
image or by loading a bitmap file (which may have been created using any other 
graphic application) and the appropriate graphic pre-processing steps are applied 
to the digitized image to render it compatible with the encoding software. The 
encoding option, being either deflection or encryption, is selected by the user 
through a user interface module 80 which interfaces the user to an image manager 
agent 90. The image manager agent 90 controls the operation of the various 
software components of the encoding system. As is well-known in the art an agent 
is a segment of computer software which can be autonomous and/or mobile and 
may be implemented as a component or object. (Agents are able to interact with 
their environment and to act both pro-actively and reactively). The terms 
"component' and "module" herein refer to a set of computer-readable instructions 
or commands and are not limited to any specific architecture or location. 

The selected encoding process is input to the encoding module 110 
together with the particular encoding parameters which are needed for the 
selected encoding. If deflection encoding is selected a description of the lens is 
provided either by loading a lens read from a file or by setting the parameters to 
be used in generating the lens as described above. If encryption encoding is 
selected the encryption function is generated and both the mathematical function 
and the function parameters are input to the encoding module 110. The output 
image produced by the deflection encoding process may be further processed as 
input to the encoding module for further encryption encoding and/or as one image 
component to be overlaid with others to form the security device image 10. The 
output image produced by the encryption encoding process is itself processed as 
another image component of the security device image. 

. The image components produced by the encoding module 1 10 are 
combined using the overlay module 120 and before doing so one or more of the 
image components may be combined by interlacing, using the interlace module 
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130, as described above. When interlacing is selected the system provides the 
support for selecting an appropriate frequency for the deflection encoding lenses 
based on the number of images to be interlaced. The manner by which multiple 
deflected images may be interlaced is well-known by persons in the art as are the 
frequency limitations which apply to such interlacing. 

When all desired image components have been overlaid to produce 
the image 1 0 the security device (which is defined by the image 1 0) may be printed 
onto a document and/or stored in a file system. 

Figure 5 illustrates the software modules of the image decoding 
system which, as shown, are for the most part symmetric to those of the encoding 
system except that the input image is the security device image instead of a 
selected source image and the deflection decoding process of the decoding 
module 140 necessarily includes an alignment component because, as is well- 
known by persons skilled in the art, the exact alignment of the assigned lens with 
the lens elements of the deflected image is critical to the identification of the 
deflected source image. This alignment component is needed to ensure that any 
failure of the decoding module 140 to identify a deflected image is due to the fact 
that the document is not authentic and not simply because a misalignment of the 
decoding lens failed to reveal the source image. Because it is critical that the lens 
be exactly aligned the decoding software must be able to evaluate antf correct the 
alignment, as needed, just as effectively as a person is able to do using a manual 
lenticular finding screen (i.e. whereby one slowly moves the lens over the printed 
deflected image to change the position of the lens until the deflected source image 
either appears (thereby identifying an authentic document) or does not appear 
(thereby identifying an unauthentic document)). Therefore, the function of the 
alignment module is to simulate, by computer processing, means, the necessary 
step of aligning the "finding lens" oyer the deflected image so that the image 
elements of the deflected. image become visible and the encoded (source) image 
thereby appears. 

The correct positioning of the software lens may be achieved by 
applying detectable, fixed registration marks to the deflected image at the time it 
is produced so that the decoding lens may simply be aligned in a predetermined 
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manner with respect to those registration marks. Alternatively, if registration marks 
are not desired, an evaluation module 1 50 utilizing a scoring technique is applied 
as shown in Figure 5 and Table C and described below. On successful 
identification of the (known) encoded image the decoded image 170, being the 
source image, is displayed on a monitor 180. On a failure to identify the encoded 
image an error message 175 is displayed on the monitor 180. 

The bitmap produced through the deflection decoding process of the 
decoding module 140 is automatically evaluated by the. evaluation module 150 to 
identify the presence or absence of an encoded source image. If the evaluation 
module 150 calculates an evaluation score value which is not satisfactory the 
deflection decoding process is repeated on an iterative basis, using gradually 
adjusted lens parameters (depending on the lens type), and the bitmap resulting 
from each iterated deflection decoding process is reevaluated until a satisfactory 
score value is reached or all adjustment possibilities have been applied in which 
case it is concluded that a source image is not present and, therefore, the 
document is not authentic. 

Because a correct positioning of the lens will coverthe line segments 
that are not a part of the source image itself, a sudden drop in the score function 
will indicate that the correct position of the lens has been recorded. This is 
illustrated below under Table C in which offset 1 (which is approaching but not 
quite at the correct position for the lens) is shown to produce a relatively high score 
value and offset 2, representing the correct lens position in which the source 
image (the numeral "1 ") is clearly visible, is shown to produce a much lower score 
value. 



Table C 




offset 
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Even if registration marks are used to accurately position the lens 
this scoring technique can still be used advantageously to determine the correct 
lens parameters since in some cases the offset (i.e. lens position) may be correct 
but one of the lens parameters, such as frequency, may be incorrect. To do so, 
5 for a given lens position, the lens frequency is increased gradually until a desired 
score value is reached. 

The scoring algorithm used by the evaluation module 150 is based 
on pixel statistics and does not depend on the lens type. The image is 
decomposed into groups of pixels. A scoring function defines a scatter factor and 

10 a maximum number of image elements. The scatter factor represents the area of 
the largest pixel group divided by the total bitmap area. A very small scatter factor 
indicates that pixels are very scattered (indicating the image is composed of very 
small area groups). The maximum number of image elements represents the 
number of distinct pixel groups identified in the bitmap. Table D below shows the 

is relative element numbers and scatter factors assigned to two very different images 
using this technique. 

Table D 



20 




Number of elements: 30. Number of elements: 9 
Scatter factor approx.: 0.01 Scatter factor approx.: 0.1 

The assumption made by the scoring algorithm is that an image will 

be relevant if it is formed of distinct image segments which are not too scattered 

2 5 and whose number do not exceed a certain limit. The scatter factor and maximum 

number of image elements are adjustable during the scoring process, and they 
also depend on the complexity of the encoded image as well as on the lens 
frequency. For example, a higher lens frequency will require a larger maximum 
number of image elements to be designated because the source image would then 

3 0 be defined by a larger number of image elements. 
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The steps taken by the evaluation module 1 50 are the following, with 
reference to the example which is provided by Table E below for purposes of 
. illustration: 

1 ■ Initiate score value with a maximum value S. Since the 

5 score value is calculated on pixel statistics (taking the simplest example, this could, 
be the total number of pixels that are revealed during the current evaluation step) 
this initial value could be considered to be the total number of pixels that the 
deflected image contains; Let this be S=200 for purposes of this example. 

2. Generate software lens L (presumed to be the correct 

10 one). The lens shape is chosen to be parallel line lens with a line frequency of 69 
dpi for this example. 

3. Overlay lens L and bitmap B using offset O for the lens. 

Initiate O with 01=zero. Overlay means that all necessary preparations are being 
done to apply the deflection decoding to bitmap B, using lens L, but the decoding 
is itself is performed during the next step, called 'apply lens'. 

4. Apply lens to obtain resulting decoded image R = Rl . 

Image R1 represents the output of the deflection decoding procedure, but it does 
not necessarily reveal an acceptable image. According to the physical phenomena 
that the software lens is simulating, the result of applying a linear lens to a 
20 deflected image will be that only some portions of the bitmap B will become part 
of the decoded image R. In this example, these portions are 'stripes' because 
chosen lens is linear but for a different lens shape the fragments would follow that 
particular lens shape. 

5., Calculate score value S1 for image R1 . Following this 

2 5 simple chosen example, the pixels in image R1 are counted and an S1 value is 

assigned as S1 =180. 

6. Compare S1 to S2. If the ratio S2/S1 is greater than a 

preset limit D (for example, set D = 1/3) then it is decided that either the lens has 

not been properly aligned or has not been properly chosen. The limit D can be 

3 o adjusted, and the intention is that D must reflect the ratio between the total bitmap 

area (B) and the area of the source image sought. In this example, the ratio 
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180/200 is greater than 1/3 and, therefore, it is necessary to return to step 3 and 
adjust the value of offset O. 

7. Iterations 2 and 3 shown below in the example provided 

by Table E use two different offset values 02 and 03 respectively, where 01 < 02 
5 < 03. Decoded image R2 generates, for example, a score value S2 = 143, while 
decoded image R3 generates, for example, a score S3 = 58. For the third iteration, 
because 58/200 is less than 1/3 (the value assigned to limit D), the evaluation 
module decides that offset 03 correctly aligns the lens. 

8. The decoded image R3 is further evaluated to decide 

l o whether it actually contains the source image. As described above with reference 
to Table D, a pixel statistics scoring algorithm is applied by calculating the scatter 
factor and number of elements. For this example a scatter factor F = 0.1 and 
number of elements N = 1 0 are assigned and these values are compared to preset 
limits Fmin = 0.02 and Nmax = 20. Since F > Fmin and N < Nmax the evaluation 

15 module accepts the image R3 as being the source image. 
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As illustrated by Figure 5, in addition to the foregoing iterative scoring 
steps, the evaluation module 1 50 may also evaluate the accepted image using an 
image database which provides image descriptions in the form of predefined score 
3 0 function values that are matched by the evaluation module against the score 
function values that were calculated by the evaluation module (i.e. using steps 1-5 
above). 
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Additional evaluation criteria may also be used to ensure that the 
resulting image is correct and represents an authentic document such as 
comparing the accepted image bitmap against the personal identification number, 
visible portrait or other biometric printed on the document if one of these was the 
source image, or comparing other data obtained from another source such as 
downloaded from a file or verbally supplied by the document bearer. 
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WHAT IS CLAIMED IS: 

1- A computer operated encoding system for producing an 

electronic security device image from one or more eiectronic source images, said 
5 security device image being adaptable for printing onto a document to secure said 
document against data alteration, said system comprising: 
( a ) deflection encoding means comprising means for applying a 

selected software lens to one of said source images and producing 

a deflected image; 

10 ( b ) encryption encoding means comprising means for applying an 

encryption function to said deflected image or one of said source 
images and producing an encrypted image; 
(c) means for overlaying said deflected and encrypted images and 

producing therefrom said security device image, 
15 whereby said deflected image may be detected from said security 

device image both by means of a manual lenticular lens corresponding to said 
software lens applied to a printing of said security image and by means of 
computer decoding processing applying said software lens and said encrypted 
image may be detected from said security device image solely by means of 

2 0 computer decoding processing applying a decryption function corresponding to 

said encryption function. 

2 - An encoding system according to claim 1 wherein said 

security device image includes a plurality of said deflected images, said deflected 
25 images being interlaced to form an interlaced image and said interlaced image 
being overlaid with said encrypted image. 

3 - An encoding system according to claim 1 wherein said 
software lens is selected from the group comprising line lenses, curved lenses and 

3 o bitmap lenses. 



4. 



A computer operated decoding system for identifying one 



WO 01/80512 



- 20 - 



PCT/CA01/00525 



or more latent source images from a security device image comprising at least an 
encrypted image and a deflected image which are overlaid, said decoding system 
comprising: 

( a ) means for separating said overlaid encrypted and deflected images; 

( b ) decryption decoding means comprising means for applying to said 
encrypted image the decryption function corresponding to the 
encryption function used to produce said encrypted image and 
producing therefrom a decrypted image, said decrypted image 
corresponding either to one of said source images or a deflected 
image; and, 

( c ) deflection decoding means comprising means for applying to said 
deflected image, or to said decrypted image if said decrypted image 
corresponds to a deflected image, a software lens corresponding to 
the software lens used to produce said deflected image and 
producing therefrom a deflection decoded image. 

5. A decoding system according to claim 4 and further 

comprising means for aligning said software lens with said deflected image to 
identify whether one of said source images corresponds to said deflection decoded 
image. 



6 - A decoding system according to claim 5 wherein said 

aligning means comprises evaluation means for evaluating whether said deflection 
decoded image corresponds to said source image, wherein said evaluation means 
operates iteratively with said deflection decoding means to apply on each iteration 
either a different position of said software lens or other different lens parameter, 
until either said decoded image is determined to correspond to said source image 
or all available lens positions and/or parameters have been applied. 

7 - A decoding system according to claim 6 wherein said 
evaluation means uses a scoring algorithm to calculate a score based on pixel 
statistics calculated for each iteratively produced deflection decoded image. 
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8. A decoding system according to claim 7 wherein said 

deflection decoded image is determined to correspond to said source image when 

a relatively large change occurs in said score from one said iteration to the next. 

5 9. A decoding system according to claim 8 and further 

comprising means for outputing either said deflection decoded image when it has 
been determined to correspond to said source image or an error message if no 
such determination is made. 



10 10. An image encoding method for producing an electronic 

security device image from one or more electronic source images whereby said 
security device image may be adapted for printing onto a document to secure said 
document against data alteration, said method comprising the steps: 

(a) applying a selected software lens to one of said source images and 
15 thereby producing a deflected image; 

(b) applying an encryption function to said deflected image or one of 
said source images and thereby producing an encrypted image; 

(c) overlaying said deflected and encrypted images and producing 
therefrom said security device image, 

20 whereby said deflected image may be detected from said security 

device image both by means of a manual lenticular lens corresponding to said 
software lens applied to a printing of said security image and by means of 
computer decoding processing applying said software lens and said encrypted 
image may be detected from said security device image solely by means of 

25 computer decoding processing applying a decryption function corresponding to 
said encryption function. 



11- An encoding method according to claim 1 0 whereby a 

plurality of said deflected images are produced and interlaced to form an interlaced 
3 0 image and said interlaced image is overlaid with said encrypted image. 



12. 



An encoding method according to claim 1 1 whereby said 
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software lens is selected from the group comprising line lenses, curved lenses and 
bitmap lenses. 

13- An image decoding method for identifying one or more 

5 latent source images from a security device image comprising at least an 
encrypted image and a deflected image which are overlaid, said method 
comprising the steps: 

(a) separating said overlaid encrypted and deflected images; 

( b ) applying to said encrypted image the decryption function 
10 corresponding to the encryption function used to produce said 

encrypted image and producing therefrom a decrypted image, said 
decrypted image corresponding either to one of said source images 
or a deflected image; and, 

( c ) applying to said deflected image, or to said decrypted image if said 
15 decrypted image corresponds to a deflected image, a software lens 

corresponding to the software lens used to produce said deflected 
image and producing therefrom a deflection decoded image. 

14 « A method according to claim 13 and further comprising 

20 the step of aligning said software lens with said deflected image to identify whether 
one of said source images corresponds to said deflection decoded image. 

15- A method according to claim 14 wherein said aligning 

step comprises iteratively producing a deflection decoded image using either a 
2 5 different position of said software lens or other different lens parameter, until either 
said deflection decoded image is determined to correspond to said source image 
or all available lens positions and/or parameters have been applied. 



30 



16. A method according to claim 15 wherein a scoring 

algorithm is applied to calculate a score based on pixel statistics calculated for 

each iteratively produced defection decoded image. 
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17. A method according to claim 1 6 whereby said deflection 
decoded image is determined to correspond to said source image when a relatively 
large change occurs in said score from one said iteration to the next. 

18. A method according to claim 1 7 and further comprising 

the step of outputing either said deflection decoded image when it has been 
determined to correspond to said source image or an error message if no such 
determination is made. 
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